Summary of "Secure Mobile Cloud Storage Means Knowing What 
Questions to Ask" 


Said HASHEMI AIS 


By 2016, over one-third of content will be stored in the cloud, making data 
security crucial. CSIOs must ask the right questions to SaaS providers, 
including their history and security practices. With global storage needs 
increasing to 4.1 zettabytes, ensuring data encryption and provider 
security is vital. Providers should not access encryption keys, and role- 
based access control is recommended. Penetration tests are essential to 
evaluate security, as insider threats remain significant. 


Response to Stella Brooks 

Dear Stella, 

For secure data storage, consider the following options: 
Public Cloud (e.g., Dropbox, Google Drive): 

Pros: Cost-effective, easy access. 

Cons: Security risks, limited control over encryption. 
Cost: Low, with free and affordable plans. 

Private Cloud (e.g., ownCloud, Nextcloud): 

Pros: High security, customizable. 

Cons: Higher cost, requires IT expertise. 

Cost: Higher, variable. 

Hybrid Cloud: 

Pros: Flexibility, combines public and private benefits. 
Cons: Complex, potentially costly. 

Cost: Moderate to high. 

Encrypted Cloud Services (e.g., Tresorit, Sync.com): 
Pros: End-to-end encryption, high security. 

Cons: More expensive, potential feature limits. 

Cost: Moderate to high. 


| recommend Encrypted Cloud Services for maximum security, despite the 
higher cost, to ensure your data remains protected. 


Best regards, 


